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Acceptable Usage Policy
Aim
The aim of this Acceptable Use Policy (AUP) is to ensure that pupils will benefit from learning opportunities offered by the school’s Internet resources in a safe and effective manner. Internet use and access is considered a school resource and privilege. Therefore, if the school AUP is not adhered to this privilege will be withdrawn and appropriate sanctions will be imposed.

It is envisaged that school and parent representatives will revise the AUP regularly.  The AUP should be read carefully to ensure that the conditions of use are accepted and understood.  

It is assumed that parents/guardians accept the terms of AUP unless the school is specifically notified in writing. 

The onus is on parents/guardians to read the AUP policy thoroughly and to return the relevant permission slips to the office for our records. 
Our School Strategy

The school employs a number of strategies in order to maximise learning opportunities and reduce risks associated with the internet. These strategies are as follows:

General

· Internet sessions will always be supervised by a teacher/staff member 
· Websites will be previewed/evaluated using the PDST filtering system, before being integrated into lessons. This search engine has a built in ‘safe search’ feature. 

· The school will regularly monitor pupils’ internet usage.

· Access will be allowed only to approved sites.

· A firewall is being used to minimise the risk of exposure to inappropriate material and to block unsuitable sites.  

· Uploading and downloading of non-approved software will not be permitted.
· Virus protection software will be used and updated on a regular basis. 

· Student use of personal memory sticks, CD-ROMs, or other digital storage media in school requires a teacher’s permission.

· Students will treat others with respect at all times and will not undertake any actions that may bring the school into disrepute.

· It is important that parents/guardians and pupils are aware of our Anti-Bullying Policy in relation to internet usage.
· It is important to note that our school’s Anti-Bullying Policy applies to internet usage. Parents are asked to be aware that placing a once-off offensive or hurtful message, image or statement on a social network site or any other public forum where that message can be viewed, will be regarded as bullying behaviour. 
World Wide Web

· Students will primarily spend time on educational materials and will use the Internet for educational purposes. On occasions the teacher may allow supervised access for other purposes. All websites will be vetted by the teacher. 

· Students will report accidental accessing of inappropriate materials in accordance with school procedures. See Appendix 1. 
· In the event of accidentally accessing any of the above sites, the student will immediately turn off the monitor and report the incident to the teacher/staff member.
· Students will use the Internet for educational purposes only during class time. All web sites will be vetted by the class teacher.

· Students will not upload, download or otherwise transmit material that is copyrighted.
· Downloading materials or images not relevant to their studies, is in direct breach of the school’s Acceptable Usage Policy.

· Students will be aware that any usage, including distributing or receiving information, school-related or personal, may be monitored for unusual activity, security and/or network management reasons.

· Students will not examine, change or use another person’s files, user name or password.

· Students will not disclose or publicise personal or confidential information for example – classmate’s home addresses, telephone numbers, name and location of their school. 
Email/Google Drive 

· Students will use approved class email accounts in school under supervision by or permission from a teacher

· Students will not send or receive any material that is illegal, obscene, defamatory or that is intended to annoy or intimidate another person.

· Students will not reveal their own or other people’s personal details, such as addresses or telephone numbers, pictures or passwords.

· Students will never arrange a face-to-face meeting with someone outside school via email/google drive.
· Students will not have access to chat rooms or other discussion forums in school.
· Students will note that sending and receiving e-mail attachments is subject to permission from their teacher.

Web 2.0

With the advent of Web 2.0 the Internet had become a two way communication system for the school and the wider community.  The safety of our children on the web is of utmost importance so the following rules apply to the school and parents. Web 2.0 is open to potential dangers when used inappropriately. We would ask: 

· Many social media sites have minimum age requirements. While the school will not monitor this, we would advise parents to not allow their children to have personal accounts on Facebook, Twitter, Instagram etc.  until they reach the appropriate age.  
· Parents and guardians are encouraged to regularly check their child’s online activity/digital footprint.  Parents are encouraged to check social media apps (e.g. Facebook, Snapchat, Viber, Whatsapp, Instagram etc) on mobile phones and electronic devices to ensure they are aware of their child’s online interaction with others and approve the same.
· Pupils and parents are not allowed to take photographs/videos of staff or pupils unless they have been given permission to do so. 

· Please do not “tag” photographs or any other content which would identify any children or staff in the school.
· Please ensure that online messages and comments to the school are respectful.  Any messages written on social media are treated in the same way as written messages to the school.
· Avoid any negative conversations about children, staff or parents on social media accounts.

· Please do not request to “friend” a member of staff in the school.  The staff would like to keep their personal lives personal.  It may be awkward for a staff member to be asked to ignore a Facebook or other social network request.

Internet Chat 

· Moderated chat rooms, discussion forums and newsgroups will only be used for educational purposes and will always be supervised. 
· Face to Face meetings with someone organised via internet chat will be forbidden.

School Website

· The school website address is www.smnslimerick.ie 

· Pupils will be given the opportunity to publish projects, artwork or school work on the school website. 

· The publication of student work will be co-ordinated by a teacher.

· The website will be regularly checked to ensure that there is no content that compromises the safety of pupils or staff
· Pupils’ work will appear in an educational context on Web pages
· Digital photographs, audio or video clips of individual pupils will not be published on the school website and/or affiliated pages, without the permission of parents. Instead photos will focus on group activities, where children will not be named in full. First name will suffice – if at all. 
· Personal pupil information including full name, home address and contact details will be omitted from school web pages.
· Pupils will continue to own the copyright of any of their work that has been  published.
Data Protection – The Data Protection Act 1998 was passed to deal with privacy issues arising from an increasing amount of personal information contained on computers. In accordance with the Act, the school only publish pupil information that is relevant to the context of the web page. 
Personal Devices 

· Parents/Guardians are reminded of the school Mobile Phone Policy. Parents/Guardians are required to write to the Board of Management if they require permission for their child to bring a phone to school and reasons why must be outlined. If granted, the mobile phone should be powered off for the duration of the school day. 

· Pupils using devices with recording or image taking capability are in direct breach of the school’s Acceptable Usage Policy. 
· Any images or recordings taken by school staff on any personal device, need to be downloaded onto the school server and immediately deleted. 

· Parents/Guardians are not permitted to record conversations with school staff without the prior permission of the teacher and written consent from the Board of Management. 
Legislation

The school will provide information on the following legislation relating to use of the internet which teachers, students and parents/guardians should familiarise themselves with:

· Data Protection (Amendment) Act 2003
· Child Trafficking and Pornography  Act  1998

· Interception Act 1993

· Video Recordings Act 1989

· The Data Protection Act 1988

· Anti-Bullying Guidelines for Primary Schools (2013)
Support Structures

The school will inform students and parents/guardians of key support structures and organisations that deal with illegal material or harmful use of the internet.
· The school will provide Internet Safety and Cyber Bullying talks every two years, for pupils from 3rd – 6th Class.
· The school will provide Internet Safety and Cyber Bullying talks for all parents and guardians every two years. 
· Community Gardaí link in with classes re Internet Safety and Cyber Bullying regularly. 
· Staff will regularly partake in Continuous Professional Development in relation to AUP, internet safety and Cyber Bullying.
Sanctions

Misuse of the Internet may result in disciplinary action, as outlined in the school’s Code of Behaviour.

Sanctions can include written warnings, withdrawal of access and privileges and in extreme cases suspension or expulsion.
The school also reserves the right to report any illegal activities to the appropriate authorities.
Review 

This policy was reviewed in December 2017 and will be updated in line with department guidelines.

Ratification

Signed: ________________________________
Chairperson of the Board of Management 

Date: _____________________
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Appendix 1
Acceptable Use Policy Permission Slip

Parent /Guardian
As the parent or legal guardian of ____________________________, I have read the Acceptable Use Policy and grant permission for my son or daughter to access the Internet. I understand that Internet access is designed for educational purposes. I also understand that the school cannot be held responsible if pupils access unsuitable websites, but that every reasonable precaution has been taken by the school to provide for online safety.  I have spoken to my child on this matter and they understand that they have a responsibility to report any content that they may unintentionally come across online, to their class teacher. My child understands that it is inappropriate to engage in negative online behaviour and to seek out inappropriate content.  

Name of pupil:  __________________ 


Class:
_________________

Signature of pupil: ______________________________

Parent/Guardian Signature: ____________________________            Date: __________

School Website
I understand that, if the school considers it appropriate my child’s schoolwork/photo/video may be chosen for inclusion on our school’s website. In principle, children will only be pictured in groups and your child will not be identified by their full name.
Please sign to confirm that you accept this.

If you do not wish to have your child’s photograph used in any form, please put this information in writing to the school Principal.

If at any stage you change your mind it is your responsibility to notify the school in writing.

Parent/Guardian Signature: ____________________________  Date: _______________

